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ABSTRACT 

 
In the era of Internet, online security has become the biggest 

challenge. Various authentication techniques like login- 

password, One-time password and security through physical 

cards are used, but all these have some pitfalls. Security 

through biometric features assures more reliability and 

privacy. This paper attempts to provide a comprehensive 

survey with the help of most recent research papers published 

in many journals, conference proceeding etc. The review is 

based on feature selection, experimental setup, data 

acquisition methods and applications. Behavioral biometrics is 

transparent, user-friendly and less intrusive in nature. In 

comparison to physiological features these have less 

uniqueness and permanence. Behavioral biometrics 

approaches are widely used for continuous authentication in 

online banking transactions, online examinations, for 

accessing a secured file and in other real time applications. 
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I. INTRODUCTION 

In2009 Biometrics is the pattern recognition system 

which work in either verification or identification mode. 

In verification mode, the data claimed by an individual 

gets compared with the data stored in the system 

database. It offers positive recognition that prevents 

people from sharing same identity. In identification 

mode, it offers negative recognition that prevents an 

individual by using multiple identities. System performs 

match by performing one- to- many comparisons with 

the templates of all the users in database. Authentication 

based on login-passwords, PINs, keys, and tokens works 

for positive recognition while biometric authentication 

leads to negative recognition (Anil Jain 2004). 

Biometrics systems use physical and behavioral 

characteristics of an individual for identification and 

verification on the system. 

Knowledge-based authentication systems authenticates 

user only at login time means it provides one time 

authentication whereas continuous authentication system 

verifies the user’s identity periodically. Physiological 

biometrics authentication requires users to interact 

themselves with the sensor, that may interrupt current 

ongoing task. The important characteristic of behavioral 

biometrics system lies in that it can constantly perform 

authentication without causing interruptions. This extra 

layer of security is required for online systems when the 

authenticated machine is left unattended by the user and 

imposters get chance to spoof in the active system 

(Hempstalk, 2009). 

All the online transactions need their users to be 

authenticated on continuous basis during a session. 

Behavioral biometrics techniques like mouse and 

keystroke authentication, gait recognition, signature and 

voice recognition are used for identifying the user. 

These features helps to classify the users based on their 

behavioral pattern while accessing computing devices. 

In behavioral biometrics systems user’s information is 

getting collected frequently during entire session so that 

the potential intruder can be detected quickly. 

Knowledge-based and biometrics based approaches are 

dependent on user interaction for collecting the data, 

which may harm the user experience. To overcome this 

problem behavioral biometrics have came into the 

picture. This system gains the identifying information 

from distinctive user behavior which could be collected 

without the knowledge of the user. Keystroke dynamics, 

mouse movements, touch screen inputs, gait pattern, 

signature recognition, voice recognition and eye 

movements are the widely used behavioral features for 

identification. There is no requirement of precise user 

input for transparently monitoring his behavioral pattern. 

Behavioral biometrics has been commonly used for the 

security of mobile devices. 

 
Classification of behavioral biometrics 

Behavioral biometrics was categorized into five types 

based on the nature of features collected and evaluated 

for user  authentication.Authorship Based: Verification 
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of the user is done based on the identified features and 

patterns of work like writing and drawing by the user. 

HCI Based: Verification is done based on the habits 

exhibited by the user during interaction with the system 

like touch screen strokes or mouse dynamics. 

Indirect HCI: Verification is based on the digital 

evidences created in the system through user interactions 

in the form of system call traces, audit logs, execution 

traces, call stack analysis etc. 

Motor-Skills based: Motor-skills refers to the 

movements through muscle utilization, its rhythm and 

strength, bone action and impulses. These patterns are 

acquired through hand grip and handwriting activities. 

Purely Behavioral: User authentication is based on the 

differential strategies used in various interactions, 

creativity, innovation and critical thinking. (Oak, 2018) 

The factors affecting implementation of behavioral 

biometrics system are as follows: 

• Equipment required: This requirement changes 

according to the behavioral modality like keyboard, 

mouse, cameras, EEG sensors etc. 

• Enrollment time: Time required to initially training the 

model 

• Persistence: The time before an identifying trait 

changes in an individual after an initial training to the 

model 

• Obtrusiveness: This parameter refers to how much the 

normal experience of the subject gets altered (Saeed, 

2017) 

Jain et al. [39] state several ideal features of a biometric 

measure: 
• Universality: Everyone should have it. 

• Uniqueness: No two people should be the same. 

• Permanence: The measure should be invariant with 

time. 
• Collectability: It should be quantitatively measurable. 

• Performance: The overall system should be accurate. 

• Acceptability: People should be willing to accept the 

measure. 

• Circumvention: The system should not be easily 

fooled. (Hempstalk, 2009) 

II. LITERATURE REVIEW 

According Keystroke dynamics has a strong 

psychological basis which should be explored to gain 

deeper understanding of the motor behavior during 

typing. Using these concepts, models could be built to 

better understand the processes involved in typing. An 

understanding of how different people or groups of 

people type may provide insight into patterns in soft 

biometric features such as age and gender. In the study 

of keystroke dynamics, differences in language can lead 

to drastically different results even with the same 

algorithm due to layout of keyboards for different 

languages and the differences in the frequency of 

characters. The paper stated that development of 

standardized protocols for keystroke system evaluation 

is required. Instances of false rejection due to aging of 

the user can be reduced by developing adaptive 

templates. The use of physical or virtual keyboard leads 

to change in typing behavior. Type of passwords and 

their impact on typing behavior needed to be studied. 

(Salil P. Banerjee, 2012) 

The research by S. Krishnamoorthy proved that users 

accessing computing devices are effectively classified 

based on their behavior. In her research she has 

proposed user authentication system based on keystroke 

dynamics with machine learning techniques. Various 

features were studied by dividing the dataset and 

running various experiments. It was proved that Random 

forest improves the performance metrics of the 

classification system also the device specific features 

play a vital role in improvising the performance of the 

biometric authentication system. This method optimized 

the accuracy and F1 score metrics by performing 

wrapper-based feature selection using mRMR algorithm 

as it finds the most relevant features for classification 

(Krishnamoorthy, 2018). 

Hempstalk has tested two already proposed algorithms 

LTIAT (Learning To Identify A Typist) and KAOFT 

(Keystroke Analysis Of Free Text). The author has 

introduced a new method of performing one-class 

classification, which is then used to perform typist 

verification to a comparable level of accuracy and much 

faster. This thesis shows that there is enough 

information in a user’s typing input for continuous typist 

verification to be a useful form of biometric 

authentication. (Hempstalk, 2009) 

This paper has examined and analyzed the features used 

to describe different types of behaviors exhibited by 

users. Compares accuracy rates for verification of users 

with different behavioral biometric approaches, 

researchers address privacy issues which arise in the 

future. As the use of only behavioral biometrics are not 

enough to act as entire security system, this study has 

advised to gear towards multimodal behavioral 

biometrics. It has suggested the development of systems 

with high accuracy levels for person identification as a 

result of combining different behaviors. 

This research introduced new technique of user’s 

continuous authentication based on sclera and mouse 

dynamics. Sclera is tough, opaque outer layer of the eye. 

The blood vessel structure has the unique pattern in the 

sclera for each individual. The study demands more 

research work in the field of continuous authentication. 

Author suggested that new methods need to be invented 
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which could preferably the fusion of multiple different 

modalities to increase the accuracy and speed of the 

authentication system. (S.Sudarvizhi, 2013) 

Ahmed Mahfouza reviewed the strengths, weaknesses 

and issues of various active authentication methods. 

Author stated the benefits of behavioral profiling in 

providing continuous and transparent authentication 

while interacting with smart phone. Profile sensor data 

gets acquired contiguously without interrupting the user. 

The limitation identified as the performance 

inconsistency in the unusual way of interaction with 

mobile    phone.     (Ahmed     Mahfouza,     2018) 

Yafang Yang proposed a security model BehaveSense 

which is using touch-based behavioral biometrics. By 

exploring four different types of touch operations the 

model was trained using One-Class SVM (OCSVM) and 

isolation forest (iForest) and calculated the accuracy of 4 

types of touch operations. It is claimed that the energy 

consumption of system is very low at 6.82 mAh and 

average calculating time of BehaveSense is less than 

0.01s. Experimental study showed that the 

authentication performance become better as increase in 

the length of touch operation. (Yafang Yang, 2018) 

This study has proposed Mobile based continuous 

authentication using deep features. Algorithm was 

developed based on Siamese convolution neural network 

to learn the signatures of the motion patterns from users 

and achieve competitive verification accuracy up to 

97.8%. Algorithm is not found very sensitive to 

sampling frequency and length of sequence. The 

accelerometer, gyroscope and magnetometer data was 

constantly captured during the smart phone utilization. 

The experimental study had shown that by adjusting the 

parameters, sampling frequency and window size, 

efficiency of the system can be improved. (Mario 

Parreño Centeno, 2018) 

This article by Lex Fridman proposed an active 

authentication model by considering two low-level 

modalities of keystroke dynamics and mouse movement 

and a high-level modality of stylometry. Researchers 

develop a sensor for each modality and put them in 

parallel binary decision fusion. Fusion method has 

addressed the problem of active authentication. On the 

dataset of 67 subjects, the authentication system 

achieved false accept rates (FAR) of 0.004 and false 

reject rates (FRR) of 0.01 after 30s of user interaction 

with the device. (Lex Fridman, Multi-modal decision 

fusion for continuous authentication , 2014) 

This Research by Madeena Sultana has introduced a 

novel approach of behavioral biometrics called Social 

Behavioral Biometrics. The study introduced the 

identification of social behavioral biometric features 

from real and virtual domain and their prospective 

applications for the purpose of person authentication and 

verification. This paper has presented an emerging 

research direction, which supports high potential of the 

security applications, for studying social interactions, 

communication, and learning patterns with the goal of 

discovering new knowledge. Social behavior like close 

associations, distinct ways of interacting on social media 

and preferences may act as auxiliary information in 

identity verification. The article has claimed that 

proposed framework will be suitable for real world 

authentication and extended for virtual world by 

integrating any machine dependent behavioral 

biometrics with SBB features collected through blogs, 

forums and other social networking sites. (Madeena 

Sultana, 2007) 

Most commonly used Behavioral Biometric Approaches 

are as follows: 

Keystroke Dynamics 

Keystroke Dynamics based authentication is the process 

of identifying an individual from his typing 

characteristics unique pattern. The verification can be 

performed either in static (text-dependent) or dynamic 

(text-independent) mode. The characteristics are 

typically composed of the time between successive 

keystrokes, more precisely the inter-stroke latency, time 

durations between the keystrokes, dwell times (i.e. the 

time a key is pressed down), flight time (time between 

pressing and releasing two successive keys), typing 

speed, frequency of use of backspace, use of numeric 

pad etc. 

At large scale these features could more suitable for 

verification than the recognition of the user as these 

features lags in uniqueness among huge number of 

users. Time consuming enrollment procedure and less 

accuracy are the main disadvantages. The advantage of 

keystroke dynamics is the ability to operate in stealth 

mode, low implementation cost, high user acceptance 

and ease of integration to existing security systems. 

Keystroke dynamics biometrics is economical and can 

be easily integrated into the existing computer security 

systems with minimal alteration and user intervention. 

(Pin Shen Teh, 2013) 

The performance of authentication of Keystroke 

dynamics depends on size and type of passwords, 

number of samples needed to register and authenticate 

the user. Preprocessing of keystroke patterns is 

necessary to get the desired accuracy in authentication. 

The issue found was the lack of standardized protocol 

for keystroke system evaluation that would be helpful in 

providing accurate results and doing the comparisons. 

The article has provided imminent survey of keystroke 

dynamics based biometrics methods, metrics and various 

approaches, challenges  and future  directions. (Gunjan 
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Pahuja, Biometric Authentication & Identification 

through Behavioral Biometrics: A Survey, 2015) 

 
Mouse Dynamics 

The parameters considered for authentication are mouse 

wheel velocity and types of clicks. Major disadvantage 

of mouse dynamics is use of variety of mice, mouse 

pads and software configurations that are affecting the 

performance of authentication. Mouse dynamics 

provides limited set of features, whereas keyboard 

dynamics facilitates with no need of additional 

hardware, non intrusive and wide user acceptance and 

minimal training requirement. (Lex Fridman, A Survey 

on Behavioral Biometric Techniques: Mouse vs 

Keyboard Dynamics, 2013) 

 
Signature Recognition 

The behavioral patterns include the changes in the 

timing of writing, pauses, pressure and direction of 

strokes and speed during signing. The equipments 

required are a pen and a specialized writing tablet, both 

connected to a computer for template comparison and 

verification. Two approaches of recognition include 

online and offline signature verification. Data is 

acquired during enrollment when user is asked to sign 

multiple times on writing tablet. For identification real 

time data is compared with the signatures stored in 

database by the verification algorithm. 

 
Voice Recognition 

Voice Recognition is done based on the amplitude scale 

of the speaker’s anatomical structure with location and 

size of spectral peaks related to the vocal tract shape. 

The sample for verification is collected through 

microphone. Speaker identification systems can be 

classified based on the freedom of what is spoken. These 

systems are easy to implement but susceptible to quality 

of microphone and noise generated while sample 

collection. Spoofing attacks can be possible through 

recorded voice. Speech recognition might lack in 

recognizing the difference between similar words or to 

understand regional accents. (Saeed, 2017). 

 
Gait Analysis 

Walking style of the user is analyzes for authenticating 

the user. It involves the study of parameters such as 

kinematic patterns, knee-ankle movements, moments, 

angles, hunch, etc. Gait features may vary from person 

to person depending on age, gender, bone density, 

waddling, muscle strength, fat percentage and energy 

level. These factors can be monitored and captured by 

recording the videos, floor sensors or wearable sensors. 

(Oak, 2018) Gait pattern may vary over long period of 

time due to certain injuries and body weight. Gait based 

systems are computationally complex in nature. 

 
Haptics 

It refers to the features collected through user interaction 

with input-output devices. It records the information 

about direction, pressure, force, angle, speed, and 

position of interaction. 

 
Touch Screen 

Touch-screen interaction includes features like time, 

position, the size of touch, pressure and touch velocity. 

Touch data profile is generated during different slide 

operations performed on smartphone screen. Attaullah 

Buriro proposed a Novel Behavioral Biometrics for 

Smartphone User Authentication based on the micro- 

movements of a phone and movements of the user’s 

finger during writing or signing on touchscreen. User 

profile is created on how the individual holds the phone 

and characteristics of the points being pressed on the 

touchscreen. (Attaullah Buriro, Hold & Sign: A Novel 

Behavioral Biometrics for Smartphone User 

Authentication, 2016). 

R. Senthil Prabha proposed technique based on the time 

and pressure applied on touch screen & applied KDA 

utility. It was concluded that MCNN algorithm worked 

better than other classifiers for keystroke authentication. 

Four distance-based classifiers and a neural network 

classifier was implemented. The proposed method work 

as the an extra layer of security on the traditional 

security system. 

The metrics reported in various papers for 

measurement are as follows: 

False Rejection Rate (FRR) the percentage of 

identification instances in which authorized users are 

incorrectly rejected. 

Equal Error Rate (EER) threshold values for its false 

acceptance rate and its false rejection rate in a biometric 

security system. 

The Half Target Error Rate (HTER) is the average 

between the FAR and FRR at some arbitrary threshold. 

The Receiver operating characteristics (ROC) curve 

is a plot that shows the dependency between the FAR, 

FRR and the system's detection threshold. The ROC 

curve allows to derive a set of pairs (FAR, FRR) at 

which the system can be run by changing the threshold 

settings. 

The Area under the ROC Curve (AUROC) ranges from 

0.5 (random guessing) to 1 (perfect classification) and 

aggregates the system's performance at all threshold 

settings. 
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Detection Rate is a measure of the fraction of attackers 

that are detected by the system, unlike the FAR it 

operates on individual users, rather than samples. 

The Confusion Matrix (CM) plots the fraction of 

accepted samples for each user pair. As such, it is a 

representation of raw data, rather than a numeric metric. 

The CM shows the FRR for each user and the FAR for 

each user-attacker pair. 

Multimodal Authentication 

Kyle O. Bailey, James S. Okolica, Gilbert L. Peterson 

2014 have proposed many fusions of behavioral 

biometrics to acquire better accuracy in continuous 

authentication. This article presented a behavioral 

biometric system that fuses user data from keyboard, 

mouse, and Graphical User Interface (GUI) interactions. 

Combining the modalities resulted in a more accurate 

authentication decision based on a broader view of the 

user’s computer activity while requiring less user 

interaction to train the system than previous work. 

Testing over 31 user showed that fusion techniques 

significantly improve behavioral biometric 

authentication accuracy over single modalities on their 

own. Between the two fusion techniques presented, 

feature fusion and an ensemble based classification 

method, the ensemble method performs the best with a 

False Acceptance Rate (FAR) of 2.10% and a False 

Rejection Rate (FRR) 2.24%. 

Soumik Mondal 2017, has addressed two problems in 

there theis, one is of continuous authentication(Is the 

imposter is using the system)? and the other is of 

continuous identification(Can the imposter be 

identified?). The model was developed using the fusion 

of both keystroke and mouse modalities. Pairwise user 

coupling was used as identification problem that reduce 

the multiclass classification problem into two class 

classification problem. Researchers have developed their 

own real world PC interaction dataset through keystroke 

and mouse. Dynamic Trust Model (DTM) performed 

best on every dataset used in this research. Researchers 

have described Average Number of Imposter Actions 

(ANIA) and Average Number of Genuine Actions 

(ANGA) as a performance reporting metric. Score Boost 

algorithm was developed to reduce the overlap between 

imposters and genuine users score. They developed a 

Weighted Fusion algorithm algorithm to find the weight 

for classifier fusion based on learning accuracies. They 

also developed a Feature Selection algorithm based on 

the maximization of the separation between two 

Multivariate Cumulative Distributions. They have 

applied the evolutionary Genetic Algorithm (GA), as a 

feature searching technique. 

Following are the observed advantages of Behavioral 

biometric systems: 

The data for verification is acquired through machine 

interaction without installing any special hardware. This 

data acquisition can be done unknowingly from the user 

and without interruption. So these systems are easy to 

implement and cost effective. Behavioral biometric 

plays major role in continuous and passive 

authentication. 

Behavioral biometrics is sensitive to the means of 

implementation, like the microphone used for voice 

recognition or the type of keyboard used to collect 

keystroke dynamics. Behavioral modalities are more 

vulnerable to several spoofing attacks. These security 

systems get integrated easily with any environment and 

can be scaled on the web (Senthil 2017). 

III. CONCLUSION 

Behavioral traits are widely used in combination with 

other biometric modalities as these systems lead to 

higher accuracy in user authentication. These systems 

are more suitable for user authentication at online 

platforms. The literature review showed that behavioral 

biometrics approach cannot replace the existing user 

authentication systems but provides an extra layer of 

security. This field of research is demanding more study 

of various behavioral features and their fusion for 

providing more security. 
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